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YubiKey 5 NFC
HaginHa aBTeHTUdIKaLia Ans
afliHa aBTeHTUdIKaLIAa An //¢

npwBaTHUX Ocib Ta BizHecy

©

5-e NOKOJIIHHA KAKOUIB 6e3nekn a5 HagiMHOT aBTeHTUdIKaLiT

YubiKey 5 — ue cepia komnakTHmx USB katouis 6e3neku ana 6aratopakTopHOI aBTEHTUIKALT.
Tenep 3 niatpumkoro FIDOZ2 6esnaponbHoi agTeHTMdIKaLii Ta USB + NFC moaennro — YubiKey 5 NFC.

B3aemogis 3 YubiKey He notpebye 6inbworo, Hixx npoctui A0TUK. [na pobotu kakoua He NOTPIOHI
ApariBepu un cnevjanizoBaHe obnagHaHHA. B moxeTe BMKOpUCTOBYBaTW 0aMH YubiKey 3 HaratbMa
KOMM'tOTEPaMuM Ta MOBIIBHVMUM MPUCTPOAMY, & OAMH KJIFOY NIATPUMYE HEOOMEXERY KibKICTb OONIKOBKX
3anucis.

Kntoui YubiKey npakTMuHO HepymHIBHI, iX MOXHa TpMMaTK Ha OAHIM 3B'A3LI 3 KAtouaMK Bid OYAMHKY um
aBToMobing. YubiKey npauroe 3 OC Windows, macOS Ta Linux, NiagTpUMye NONyAgpHi MeHeakepy Naponis,
Taki Ak Lastpass, Dashlane, Keepass Ta iHwWi. Kntoui MOXHa BUKOPUCTOBYBATY ANA BXOAY A0 ODNIKOBMX
3anucie Google, Microsoft, Dropbox, GitHub Ta 6araTbox iHLWWX OHNaMH-CEePBICIB.

MepeBaru YubiKey

= [Ipauroe 6e3aoraHHO 3 Microsoft Windows, Apple macOS, Linux, iOS Ta Android.

* He noTpebye HanalTyBaHHA, HeEMae NOTPebu BBOAMTM OAHOPA30BI MapOi BPYUHY.

= UlBnawe i 6esneyniwe, Hix naponi 8 CMC, 3actapini TokeHn Ta OTP aoaatku.

» Bu3Hayaetbca Ak HID-NpUcTpin | npautoe 0AHakoBO Ha BCIX KOMM'tOTEPaX.

» He noTpebye ApaliBepiB, KNIEHTCLKOrO [13, 6aTapenok i He MICTUTb PYXOMMX YaCTWH.

* YNapOCTiKuiA i BOAOHENPOHVIKHMI — Katodi YubiKey npakTMyHO HepymHIBHI.

= BaXuTb BCbOrO 3 T, MICTUTBCA Ha BPENoKy Ta MOBHICTHO BXOAMTb A0 USB-nopty komn'rotepa.
» Bupobnaerbca B WeLii Ta CLUA 3 A0TPUMaHHAM YCiX HOPM AKOCTI Ta He3neku.
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Trust the Net

TexHIYHI xapaKTepUCTUKM

uUsB (USB 2.0 T A) USB 3.x cymicHwWi

NFC (NFC), 3BopoTHa cymicHicTb i3 MIFARE

Pe>knmu po6otn

FIDO2 Pexum FIDO2 ao3Bonse 36epirati 061iKOBI AaHi AnA NOAANBWOrO 6€3napobHOIO BXOALY A0
0b6NIKOBWX 3aMKMCiB Ha caiiTax Ta NPUCTPOSX.

Pexunm USB: FIDO

YHiBepcanbHa Pexxiim U2F no3Bonaet XpaHnTb HEOrpaHNYEHHOE KONMYECTBO YYETHbIX AaHHbIX 1 aBnaetca FIDO-

ABodaKTopHa CEPTUDMLMPOBAHHBIM.
aBTeHTUiKauia U2F

Pexunm USB: FIDO

OpHopa3oBuii naponb OTP OTP annet MiCTUTb ABa NPOrPamMoBaHi CI0TH, KOXEH MOXE BMILLEATK OAMH 3 HACTYMHWX BUAIB
061iKOBUX JaHUX:

" OaHopa3oBui Naposb Yubico
" HMAC-SHAT Bukank-Bignosiab
" CratuyHuii Nnaponb

= OATH-HOTP

Pexunm USB: OTP

OATH [aHuii pexxum fo3BoNs€E 30epiraty Ao 32 3anmcis 06aikoBux AaHnx OATH i niaTpumye Ak
OATH-TOTP (dpakTop 4acy), Tak i OATH-HOTP (dpaktop niunabHwvka). Ana AoCTyny A0 LbOro anaety
noTpibeH Yubico Authenticator.

Pexunm USB: CCID

PIV-cymicHa cmapT-KapTka Pexxum cmapT-kapTku PIV (nocsiaueHHs ocobn).
3HaYeHHA 3a 3aMOBUYBaHHAM:

" PIN: 123456
" PUK: 12345678
" Koy kepysaHHa: 10203040506070801020304050607080102030405060708

MiATOMMYBaHI anropuTMu:

® RSA1024
®  RSA 2048
" ECCP256
" ECCP384

Cnotv iHpopmaLi:

" Cnort 9a: AsTeHTHdikaLia

= Cnort 9b: Kntou kepyBaHHs

" Cnort 9c: Undposuit nignmnc

" Cnot 9d: KepyBaHHs# katouamu

" Cnort 9e: AsTeHTHdiKaLyia KapTku

= Cnor f9: Atectauis

" Cnotu 82-95: KepyBaHHA He3a4iaHUMM KArouamm

Pexunm USB: CCID
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OpenPGP Llei pexum Bignosigae cneupmdikaLi cmapt-kapTtok OpenPGP sepcii 2.0, Aka MOXe 3aCTOCOBYBaTUCA
3 GnuPG. [lna kntodis A0BXMHON NoHag 2048 6itis noTpibHi GNUPG Bepcii 2.0 abo BuLLe.

MiaTPYMyBaHI anropuUTMu:

Trust the Net

"  RSA1024
®  RSA 2048
®  RSA 3072
®  RSA 4096

Pexunm USB: CCID

3aranbHi xapaKTepucTuKm

IHTepdoeiic USB-A

Fa6aputHi po3mipwm (LU x /1 xB) 18MM X 45MM X 3.3MM

Bara 3r

TemnepaTtypHi XapaKTepucTukm
Po6ounii pexxum Big 0 °C no 40 °C

36epiraHHsA Bin-20 °C no 85 °C

[opatkosa iHbopMaLia:

[JokyMeHTaLis Ans po3pobHUKiIB:
https.//developers.yubico.com/

BibnioTekn Ta nporpamHi NPOeKTM:
https://developers.yubico.com/Software Projects/

€ 3annTaHHAa?

YKpaiHa

ByA. Muxaiina pywescokoro, 10, od. 212
01001, Kuig, YkpaiHa

Ten. +38 (044) 35 31999

En. nouta: info@thekernel.com.ua
Bebcawr: https://thekernel.ua

O6'egHaHi Apabebki EmipaTty — FTonoBHMA odic
Dubai Airport Free Zone 6EA, #209. Dubai — UAE
Tel. +971(04) 7017 260

Email: info@thekernel.com

Web: https://thekernel.com
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