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YubiKey C FIPS

HagiviHa aBTeHTMdIKauis ana 6izHecy
Ta Aep>KaBHWX OpraHisaLiv

FIPS 140-2
VALIDATED

CepTndikoBaHi anapatHi ktoui 6e3nekn YubiKey FIPS
YubiKey FIPS — Lie cepia komnakTH1x USB knrouiB 6e3nekn Ana HaAiiHOI aBTeHT1dIKaLi.

Mpomucnosunin nigep cepea FIPS 140-2 ceptudikoBaHmx anapatHux karodis besnekn. Cepis YubiKey FIPS
3abe3neuye HaaiMHy aBTeHTUOIKALIHO Ta 3axMCT Bia GilUMHTY, KibepaTtak Ta Kpaaipkkm 0BNIKOBMX AaHMX.
Li knroui AO3BONAKOTL KOPNOPALIAM Ta A€PXaBHUM C1yX6am BIiANOBIAATY HANBULLIOMY PIBHHO
3abe3neyeHHn He3neyHol aBTeHTMdIKaLT.

Mpomucnosuii nigep cepes FIPS 140-2 ceptndikoBaHmx anapatHmx katodis be3neku. Cepis YubiKey FIPS
3abe3neuye HaaiiHy aBTeHTMdIKALFO Ta 3axMCT Bid GilLMHTY, KibepaTtak Ta Kpaaixkn 06NIKOBUX AaHMX. Ll
KNHOYi O3BONAIOTL KOPMOPALIAM Ta AepXaBHMM C1yXKDaM BIAMOBIAATY HaMBULLIOMY PIBHIO 3abe3mneyeHHs
6e3neyHol aBTeHTUdIKALIT.

FIPS 140-2
VALIDATED

MepeBarn YubiKey

= [Ipauroe 6e3aoranHo 3 Microsoft Windows, Apple macOS, Linux, iOS Ta Android.

* He noTpebye HanalTyBaHHA, HeMae NOTPebu BBOAMTM OAHOPA30BI MapOAi BPYUHY.

= UlBnawe i 6esneyniwe, Hix naponi 8 CMC, 3actapini TokeHn Ta OTP aoaatku.

» Bu3Havaetbca Ak HID-NpUcTpin | npautoe 04HakoBO Ha BCIX KOMM'tOTEPaX.

» He noTpebye ApaliBepiB, KNIEHTCLKOrO [13, 6aTapenok i He MICTUTb PYXOMMX YaCTWH.

* YNapOCTiKuiA | BOAOHENPOHVIKHMI — Katoui YubiKey npakTMyHO HepyMHIBHI.

= BaXuTb BCbOrO 2 T, MICTUTBCA Ha BPENoKy Ta MOBHICTHO BXOAMTb A0 USB-nopty komn'rotepa.
» Bupobnaerbca B Wedii Ta CLUA 3 A0TPUMaHHAM YCiX HOPM AKOCTI Ta Be3neku.
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> yubico

Trust the Net

TexHIYHI xapaKTepUCTUKM

uUsB (USB tin C) USB 3.x cymicHWiA

Pe>xknmu po6otn

FIDO2 Pexum FIDO2 ao3BonsE 36epirati 06AIKOBI AaHi AnA NOAANBWOrO 6e3napobHOIO BXOALY A0
0BNIKOBWX 3aMKMCiB Ha caiiTax Ta NpUCTPOSX.

Pexunm USB: FIDO

YHiBepcanbHa Pexum U2F no3BONAE 36€piratn HeOBMEXEHY KinbKiCTb 061iKOBUX AaHWx Ta € FIDO-cepTndikoBaHUM.
ABodaKTopHa
aBTeHTUiKauia U2F

Pexunm USB: FIDO

OpHopa3oBwuii naposb OTP OTP annet MiCTUTb ABa NPOrPamMoBaHi CI0TH, KOXEH MOXE BMILLEATK OAMH 3 HACTYMHVX BUAIB
061iKOBUX JaHUX:

" OjaHOpa30oBMi Naposb Yubico
" HMAC-SHAT Bukank-Bignosizab
" CratMyHmii naposb

" OATH-HOTP

Pexunm USB: OTP

OATH [aHnii pexxium f03BoNA€E 36epiraty Ao 32 3anumcis 06AikoBMx AaHnx OATH i niaTpumye Ak
OATH-TOTP (daktop yacy), Tak i OATH-HOTP (pakTop niunabHmka). na 4octyny A0 LibOro annety
notpibeH Yubico Authenticator.

Pexunm USB: CCID

PIV-cymicHa cmapT-kapTka Pexum cmapT-kapTku PIV (nocsigueHHs ocobw).
3HaYeHHs 33 3aMOBYYBaHHAM:

" PIN: 123456
" PUK: 12345678
" Knrou kepysarHa: 10203040506070801020304050607080102030405060708

MiaTpUMyBaHi aNropUTMu:

®  RSA 2048
" ECCP256
" ECCP384

Cnotu iHpopmaLli:

" Cnor 9a: AsTeHTndikaLyia

= Cnort 9b: Kntou kepyBaHHs

" Cnort 9c: Undposuin nignmnc

" Cnot 9d: KepyBaHH# katouamu

" Cnort 9e: AsTeHTmdikaLlia KapTkn

= Cnor f9: Atectauis

" Cnotu 82-95: KepyBaHHA He3a4iAHUMM KAroYamm

Pexunm USB: CCID
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yubico

OpenPGP Llei pexum Bignosigae cneupmdikaLi cmapt-kapTtok OpenPGP sepcii 2.0, Aka MOXe 3aCTOCOBYBaTUCA
3 GnuPG. [lna kntodis A0BXMHON NoHag 2048 6itis noTpibHi GNUPG Bepcii 2.0 abo BuLLe.

MiaTprMyBaHi anroputMu:

®  RSA 2048
® RSA 3072
®  RSA 4096

Pexunm USB: CCID

3aranbHi xapaKTepucTuKm

Trust the Net

IHTepdoeiic USB-C

Fa6apuTtHi po3mipwm (LU x [ xB) 12.5MM X 29.5MM X 5MM

Bara 2T

TemnepaTtypHi XxapakTepucTuku

Po6ounii pexxum Big 0 °C no 40 °C

36epiraHHs Big -20 °C go 85 °C

[opatkosa iHbopMaLia:

JlokymeHTaLia ana po3pobHMKiB:
https.//developers.yubico.com/

bibnioTekn Ta NporpamHi NpoeKTM:
https://developers.yubico.com/Software Projects/

€ 3anmnTaHHAa?

YKpaiHa

BY/1. Muxaiina lpywescokoro, 10, od. 212
101001, Kviig, YkpaiHa

Ten. +38 (044) 35 31999

En. nouta: info@thekernel.com.ua
Bebcant: https://thekernel.ua

O6'egHaHi Apabcbki EmipaTty — FTonoBHUA odic
Dubai Airport Free Zone 6EA, #209. Dubai — UAE
Tel. +971(04) 7017 260

Email: info@thekernel.com

Web: https.//thekernel.com
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